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o T xuEhozir & (ECSA & CSA)
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REIRIE-ZRE R DT

o Z ¥ p i PRFi+(On-demand self-service)
. /% mmsﬁnﬁ* 7 P~(Board network access)

o T JR£ * (Resource pooling)

o 3 & 3B /|4 (Rapid elasticity)

o ¥ firg PR F%(Measured service)

NIST Definition
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TR PRAR2 L0 BT S

#— 1

"i%’ &% p B4 PRF% (On-Demand Self-Service )
— 7 /R % (Resource Pooling )
— EpL i % w173 A (Broad Network Access )
% R 584+ ( Rapid Elasticity )
3+ B PR 7%( Measured Service )

. ﬁ:-\
K
ai%i
—ﬁﬁ%mﬂﬁwQ

— & o ¥ fR% (Paas)

— 32 3% FPRF* (laas) -
5 ARER ( ) Safelink # £]3% #n
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Community cloud) / ;8 & 2 (Hybrid cloud)
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2 PRI F M -NISTehz_K

o ZHIRLFFNGFHETR® p B4IRIF (On-
Demand Self-Service )
BN R R R SR WP R
AR BT N B R R 0§
BhErde s B AT B B DT LIRS o
7 3 % (Resource Pooling )

- RMA LGS LRSS AR LS Y
/@”L‘fu?"%%—u  FAFR TS "E : J
ek AAT L X R Y O BRI 2 P

£ FRNF MR AN o

2
— 4P
N
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o Rp% ¥ * | 917 t (Broad Network Access)
— JRAFFRAGA W L AR AR K ER
% & 4 ( Rapid Elasticity )

w0 EIE AR F T IRDP G IR

RFECIEERPER LT FDFERE > R
}1;'% ﬂimp/}g’ﬂb%LZ’ﬁﬁ”""_,%?o
LEp
(=
71

R

ﬁ

PR #3( Measured Service )

,_‘:F2

w2 wpl,zzg»;vs,ﬂ—z; M%’ 5 T erﬂﬁ PR F2
BT B AT ORE 25 o
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2 P PRFE2_ IR B 5o

Z (Public cloud)
) ZREREFEE R AL I TAIHERR DT R
o vf‘ 7 2 (Private cloud)
-d g3 pFEIT
— The cloud infrastructure is operated solely for an organization.
It may be managed by the organization or a third party and
may exist on premise or off premise.
o 43 Z (Community cloud)
— BB ERE S AHEREEL TR GLERE AR X
>N ER b%?mjy-ﬂﬁ’]o
» R £ Z (Hybrid cloud)
- FERF 3 AR (o 2
o AR "iéféifi‘;fn‘ié &
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2 ERPRIE2 E T

o $CHl T PRF% (SaaS, Software as a Service)
- ERET AREAF Ok RIS
3B P R MBS S AR TR A
xapigd 2aE S L)
— % 1):Gmail, Facebook, TW|tter,

/A

- ZHIERFE ,'_’lﬁ?f‘ﬁi%'

o 32 (Facebook)* & # » 5 A%+
FrEREE

— WA T RER NI 7 iE
BEZPERT ROV R %

‘;)J\‘]qﬁ-—"ig &,kg

9 Safelink # 4| %



SafeLink — We Secure Your Network and Content.

T 5 PR 3% (PaaS, Platform as a Service)
- RE-BRET BT ETRG RBPHESIF
B * A230

- 4 f& B R ME MY 2R 2 T DA R (4
TRARE TR R ) A AT R R

- X 2D FREF R AN RRR

— % ). Google App Engine,Windows Azure, ...
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B, BRIRIRLE R ()

o I = WrpRF% (Paas, Platform as a Service)

» Windows Azure Platform

Windows Azure SOL Azure AppFabric E[':E'Jﬁ;ﬁ
allas

PP EmELT 5
£ # Windows Azure & 3 IR 5 5 # i 4R ITThome(2012)

B R R PR AR - B B A B BT R S A A S R E AYIRFS A& K A B
M)2/298 £ F2:5THRAEE F

Bl st i dh i 0 B P A Al B2 2 & ik 4E B Windows Azure Serviee Management 3 #§ -

Windows Azure & 3 AR £ #2010 — A F 5 3 i » B3R H 2009434 131 4 3§ 48 K A
W o RFAzureilt TR R ST HE R AT 0 B B A 8905 ] A R Azure ) 3 &9 38 F IR FE
11 B FEKF R B R R AFE o 0 R 20 B 48R o by
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o H AiE& TPRLFE (laaS, Infrastructure as a Service)

BEF FPIRE w&*zﬁﬁ%whs,ﬁ%@i
ﬁ%?ﬁ?m*ﬁwﬁﬁﬁ R AR
.y
F

LR ~Z R 2 P EAHDEH YA
ﬁ’%ﬁé7m EEAE A e kBT R

7 ST Al ERTE AR FERE
i%ﬁi%d* KR
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I

o H #iEIX WFPRFE (laaS, Infrastructure as a Service)

nd Qs af

amazon
webservices”

Amazon EC2

Amazon EC2E R H Rt E ) B k4044 i 4R ¢ IThome(2011)

AmazontYEC2E MM A F SRS MHEHARBR NGz TH#H, - RARMEE NS X 5410
FATEER > AR BN AR T AHRe ) RES I HCHEL > mAS R > Amazon EC2X %
S BT & 0 B RTC Ail ik B a9 f 0 6,3 T Fab » Foursquare ~ Heroku ~ Instagram - Netflix »
Quora * Reddit ~ Tumtable.fm » AR R $anm "5 p | -
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14

FOORHEL TR RIS R
et e

LrZRad x> BRIAZTHE LI
Eﬁj 3@]4 » IR 3,,.4351&%7&0

=
F
z%
ka
(.A
=
Y

> % #dr ¢ . (Data Center)
I Paas Saasﬁ His JRIFW® A HE o

A AP\%HP‘J g T en jE(’} Ki‘f“ R s BRI
o FTHIEF N E o FREFRRES -

% T SLAR » il d T 0 X R R
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& BRI IRk R (SLA)

o EEIRIFDF P
o 7 3 ASLAFFE* G $Tis 4
o SLARArm SERF R i R
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% 33.,.3_ (CSA, Cloud Security Alliance)
2l i
— R A 2R RTINS N{T A

(Abuse and Nefarious Use of Cloud Computing)
— % % >enfi m 22 APIs (Insecure Interface and APIs)
— & R enp A B (Malicious Insiders)
— ¥ % B 978 S ok 3 (Shared Technology Issues)
— 3 4 2 ¢h /s (Data Loss or Leakage)
— g B 8\ PR%H,&%& (Account or Service Hijacking)
— R ek % #-3] (Unknown Risk Profile)
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T SRR

X2 (hepnesd)

laaS PaaS

AR5 Ak B 7 P& AR A P45 > XA % & 2 ARk SR
KB EX : 2RME% - KEEE

[aaS PaaS SaaS

1A &2 & a4k A /- d BLAPTs - 45
HreR e ER

BR3E

BENIFAB

[aaS PaaS SaaS

ARASIEETA AN B B IR K

X FHR

[aaS

=z

%

ERAANBEE 2T H B S #E

Bk R R
[aaS PaaS SaaS

AR ERE A B MR E R

i 3 SRR B A 25 BR

[aaS PaaS SaaS

AR RITRER R - & ¥ RIEHIE - FHEE
R SRR AT IE

& fo BB A A

[aaS PaaS SaaS
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o 4 %% iaT® (Governance)s® #i&F (Operation) » H
T L5 SBE TR A (R 12 4 ap)
o ;o372 (Governance)
- 1753282 ¢ ¥ b *& ¥ 72 (Governance and Enterprise
Risk Management)
— 2 8 ¢ 3 FTHHF (Legal and Electronic
Discovery)
— 3. ‘ﬁ,sﬁ = &2 #24% (Compliance and Audit)
- 4. 572 &8 g 2 (Information Lifecycle
I\/Ianagement)
4§14 3 i€ | (Portability and Interoperability)
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o 4 u| 5 a3 (Governance)e: fi& (Operation) » 277
L4 BB T B A (12 4 )
o Xi&F (Operation)
— 1@ e >y EfFEFF S L4 h (Traditional
Security, Business Continuity, and Disaster Recovery)
- 2.7 ¢« iF (Data Center Operations)
- 3. ¥ # 32 ~ i w2 w4 (Incident Response, Notification,
and Remediation)
— 4. %% 255 % 2> (Application Security)
— 5.4 % &7 £ 4% ¢ 72 (Encryption and Key Management)
- 6.% >3 P~ 2 (ldentity and Access Management)
— 7. # 14 (Virtualization)
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CSA Guidance 3.0

NIST 800-144

i@@%ﬁﬁﬂﬁ%ﬁmwn% 2 8

AR IE 0 B (1SO) % 4 27017, 270182 #4318 & 7 '& § R %

jP.("‘?#F‘lf"' ISO/IEC27000 }(__le:bvil}%j}lid:!l bfa'—'bv»fhll},(x_’g__féﬁ /;)
BS 10012: 2009 |# F&%# 2 ¢ (BSI)3 £ B 4 F#L %3 (PIMS, Personal
PIMS Information Management System) 5 #|
B e s (1SO) % & & $ 455 § 8§ 237 K(BCMS,
IS0 222108 [2IEE Business Continuity Management Systems)
Health Lers : ) e .
4- et 3R R FE-rr 1 Ta"';ff“"\,il!% Lk
Care(HIPAA) |EHFRFTHET S Fomapiif iy
Finance(FFIEC) [##té¢mPfi T X 2RaRF
. Card Process / .
AR H B+ A FRT TR RS
Eﬁ_i Payment(PCI) = R R Y e

21

Power Generation |4+ % @ =k

TR HE 2R

B~ 2

(NERC CIP) P2~ ERESF)
iti 8 £
SAS 70 SAS 70(The Statement on Auditing Standards No. 70) 44t &

PR 2 i RS DA AE b R4 T
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iF A E ()

®KMIP(Key Management Interoperability Protocol) : £ 4% &
EHABEIL: |mIupT
KMIP - PKCS |®PKCS(Public Key Cryptography Standards) : = B £ 4 % #5

i A 2
FTHEFE IEEE Tl 21 te  FRETREG LB 2H 4472
IEEE P1619 % H
ik B zwam ® SAML (Security Assertion Markup Language) @ = 4% & & 32
L e0 7 3L e T

SAML ~ X.509% # OX.509%8 ¢  ITUT B & 4§ L& AA

XACML (eXtensible Access Control Markup Language) :

¥ 25K : XACML OASI B~ 3 T2 %

JRF%p B3 1Y OSPML(Service Provisioning Markup Language) : OASI R %
SPML ~ SAS70 |[fz# ~ Th3E T 31 2

22 Safelink # )7



SafeLink — We Secure Your Network and Content.

W R R

o P} RIS

o T L7 IE I (ECSA & CSA)
@ EuroCloud Star Audit &' 2 B & S 517383

PO pE-

® CSA-STAR/OCF Z % > R"2:0%
@ CSAZ% ECSA L & %FE 4| R

‘%‘*

+ J2$ CSAZ ECSAZ f§ &
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-

EuroCIoud Star Audit g~ 2 P & &P nEiia

o f@’l’r *+~SaaS, PaaS, laaS%* 7 B k m chZ PR
i* o & /’\/F n—\?" Rmrﬁ«]b'\’ #* j\fi“_@_ £ 0 B
FrAE R o AR iRH (T E PRI AT T npRIE-K B
£ 5 (SLA) » @ 425 & 2R PPRIET

e 2014#5% % X ECSA V3:tik » & L 5P 7
;"\’}’—7_':; ﬂ—“% 7]:31_%7 —

o U '$ ‘é)_lé‘_’;é" i
— ECSA#%Z TR (po B+ # A FE 2R 5 TV % - 5k

il i ECSAZ%w# 2
— Data Center Star Audit: 50 % (FL. B ~ B+ 4] ~ 55 L %)
— A PRGRR BGRE O VA HIDCE s 2T E /35.‘%%?
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EuroCIoud Star Audit g™ 2 P & B4R

Jfﬁ"}* t P .
— Cloud Service Provider Profile .
, wnzz i SERHE
— Contract and Compliance preeiny =t L

ANSNER
aHZIER

— Security and Data Privacy
— Operation DC Infrastructure W STARAUDIT

TREMIE
— Application
e |aaS R A MR 2 tEsmig
RS REEA
e PaaS i
BENBE
e SaaS

— Cloud Service Operational Processes
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TN, | mmse | ERES |5 A
. scPm | TUBE | sogy | BA | MERS
"y REFEHFL) ' Al | EEER
| vy | BRE2 | AAEE | g | BE | spes
“* 1 ISO 27001 ITIL / ISO 20000 ik =i =B
BER=xE | ATER | ERIIH - | RBRHEAE

EXER | SUEEE | ZEREHR Bimictz
EEER | BEEEE | BEBE | BESWRS
EERE  EFEX B8 SHERE
EXAREZZFE | §80EE S aBENERSEGE
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. ECSA: i & &

i
13 hah VERE @RTR TR A% WERR
"~ pagp BCPEHL Y@ 99.9% R 3RS
SHeh FTRHZ 2 FHRB O RBEE RBE wEE
% JRIFE FR - = R
5 ISO27001  1SO27001 ¥m
-3 7 lf?.!;f FHE> FLER EEIH PRI> 3% 27 K3
A OFHER PEER A¥IRB RIEER
_y AR BOTHE ORBEE E03d RBLHEFR
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®. ECSA ¥ F#

 EEEERSERE |- BXERE + AR TR
BP0 R e « BRH - EREHETE
+ R T B - HREA  EIFR S

+ BEEZRE/E « BiiHRE

- Data Business
I Profiles EC%EE ﬁEefat'f’”S
A -
| I
. ngﬂﬁéﬂﬁlﬁﬁﬁ . iﬁcpﬂ:hﬁ%%ﬁﬁ E%gg
HE5 - ERAA : Eﬁig =
 BRRANEL/GRE |- PRESHE
SHATE
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®. (ECSAmEFRA L8

PROFILE, SERVICE, LOCATION, GOVERNING LAW,
CERTIFICATS

ADEQUATE CONTRACT TERMS

RULES FOR DATA MANAGEMENT
CONTRACTUAL DATA PRIVACY REQUIREMENTS
SERVICE LEVEL AGREEMENTS

TERMS FOR PRICING AND COST ALLOCATION
SPECIFIC QUESTIONS (OPTIONAL)

SECURITY MANAGEMENT

TECHNICAL SECURITY

TECHNICAL DATA PRIVACY MEASURES

DATA INTEGRITY
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®. (ECSAmEFRA L8

« AUDIT ABILITY
« PROPER FACILITY AND IT CO-LOCATION MANAGEMENT

« APPROPRIATE CUSTOMER SUPPORT

« APPROPRIATE SERVICE MANAGEMENT
« REFERENCE ARCHITECTURE

e SYSTEM MANAGEMENT

« SECURITY

« LICENSE MANAGEMENT

« REFERENCE ARCHITECTURE

32 Safelink # 4| %



SafeLink — We Secure Your Network and Content.

®.  ECSAZi# p &t
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F Software as a Service

XY
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i
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72 IF
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ECSAY 37 4

- # ¥ 3% - Bl¥r3 34 ucontrol question’s % AL
- F ¥ 4% > Bl¥r3 3% % 4% shcontrol question’s Jf s &
- %% 354 > R*r3 34,44 2 5% «hcontrol question’s Jf % &
o R B|} #73 control question'y JE & 1% 0 B @ EHIREA A& H
g TLRE > ORGP R F] o
o % I8 control questlon'f—/n\ VoA A06E &
— A: optimal #p ¥ 3 % (Excellent)
B: according to common standard # & ¥ % 4L (Good)
— C: with some limitations g .7 -> % iz *T 4| (Sufficient)
D
E:

- with major Iimitations BPRE = "" L+ (Major gaps)
— E: inacceptable # it &<
— F: not applicable % 1&?
o = 18 control question® > Jf 2 A~CE %47 30T 5 /4 & o
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». , CSA-STARZ % 2 %3

o 2 ¥ >FHP (CSA, Cloud Securlty Alllance)
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®.  CSA-STARZ %
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-. s CSA-STARZ % 2 B 3nE (¥)

e CSA-STAR 2 4 = ;% (p % (57 £ CCM V LA4K &
V3.0.1Mk 5 A BT+ > 2015# 3% 15 5+ @ * V3.0.14)
— Lig A
« CCM V30 1% 7 161 #2414 * 48 3 (domain) - & BAE ¥ RE 24
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2542 12 (ECSA & CSA)
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o ZHEFE L (ECSA & CSA)
@ EuroCloud Star Audit &' 2 B & & B2 308 4
® CSA-STAR/OCF Z = » "% u#
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’ #ﬁbECSAé | RERE. - AL ]
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= not addressed

Certification
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